Work from
your phone
Making scalable
mobile working easy

BUYERS GUIDE

Contents
01

05

Remote working:
the new normal

Easing the strain
on your IT team

02

06

The right tools
for the job

Keeping everything
secure

03

07

Getting people
up and running

Prepare for
the future with
Enterprise Edition

04
Helping people
work effectively

2

BUYERS GUIDE

Remote
working:
the new
normal

As of April 2020,
Microsoft Teams
had over 75 million
daily active users –
70% more than the
previous month.2

SECTION 1

With so many people now working away from the
office, businesses are rapidly adapting to new ways of
doing things. Throughout the UK, the number of people
working from home recently increased from about 20%
to around 49%1. And while it may not have been plain
sailing for everyone, many employees are realising
how effective remote working can be.
While many previously thought that
working away from the office simply
wasn’t possible, they’re now learning
how they can be just as productive
at home, or on the move—if not
more so. And many are discovering
that rather than requiring multiple
devices, they have everything they
need to work effectively in just a
smartphone or a tablet.

With the proliferation of
collaboration tools such as Slack,
and video-conferencing apps like
Zoom and Microsoft Teams, they’re
also finding that not being in the
same physical space as their coworkers is no barrier to working
together effectively.

1. https://www.telegraph.co.uk/business/2020/04/16/working-home-sparks-productivity-crisis/
2. https://www.microsoft.com/en-us/microsoft-365/blog/2020/04/30/2-years-digital-transformation-2-months/

BUYERS GUIDE

Adjusting to
the new
normal

Some businesses are more prepared
for remote working than others,
of course. While some have been
offering mobile working options for
some time, others will have had to
embrace it almost overnight. And no
matter how prepared your business
is, suddenly having the majority of
your workforce working either from
home or remote locations will no
doubt have put your IT team under
increased pressure.

They might have suddenly been
called upon to register, configure
and deploy large numbers of
mobile devices very quickly.
They’ve probably had to deal with
a significant surge in user support
queries—all of which have to be
managed remotely. They may have
had to create additional helpdesk
services for mobile users. Plus, many
people working from phones, tablets
and laptops creates additional
unsecured endpoints. So, they’ll
also have new security concerns and
extra work to ensure they can keep
company devices and data protected.

A new way
to work

While this new world undoubtedly
brings challenges, it also offers
many opportunities. Businesses are
beginning to understand many other
benefits that remote working offers.
Employees can create a healthier
work/life balance because they’re
able to choose how, when and where
they work—building their working
day around the rest of their life. And
without the need for large offices,
some businesses are also able to save
money on rent and instead invest it
into the business. “I spend around
£35m on property in a year,” says
advertising boss Sir Martin Sorrell.
“I’d much rather invest that in people
than expensive offices.”3

Many people are even predicting
the end of traditional office working,
with some big companies signaling
their intentions not to return to the
way things used to be. “The notion
of putting 7,000 people in a building
may be a thing of the past,” says
Barclays CEO Jes Stanley4. Facebook
founder Mark Zuckerberg has said
he believes that half of the
company’s employees could be
working remotely in the next five to
10 years. And Twitter also recently
announced that its employees now
have the option to work from home
forever, if they so choose.
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3. https://www.ft.com/content/1b304300-0756-4774-9263-c97958e0054d
4. https://www.ft.com/content/1b304300-0756-4774-9263-c97958e0054d
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Building the
future
of work

As people adapt to working in
different ways, businesses have
the opportunity to shape new
working cultures. They can use
technology—and the capabilities
it offers—to create more inclusive
work environments and practices.
“Something like 40% of our people
now want some sort of mixed
economy of office and home, when it
comes to where and how they work,”
says Helen Matthews, Chief People
Officer, Ogilvy UK. To facilitate this
shift, businesses need to re-evaluate
their current working practices
and design new ways that cater for
people’s preferences and also help
to bring the best out in them.
Many businesses are still mired
in a culture of what she calls
‘presenteeism’. But mobile
technology enables us to move
away from this outdated thinking.
Instead, businesses can create more
personal working experiences that
are uniquely tailored to employees’
strengths. By doing so, businesses
can help people to be more efficient
and productive—working on their
own terms, wherever they want to
be. And employers can learn to value
people for their skills and expertise,
and not simply for turning up. “It’s
about breaking old habits and
creating new ones,” she says.
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Matthews sees mobile technology
as a key enabler for this new strategy.
“We asked people what will help you
to be at your best; to be thriving,
happy, healthy and productive,” she
says. “Very high up on that list was
technology.” Through technology,
she believes it’s possible to build
a more inclusive, supportive
work environment.
Mobile technology makes it easier to
offer support remotely on a one-toone basis, through apps and AI tools.
This can increase staff satisfaction
levels and also reassure those who
do favour a mix of office-based and
remote working, such as mothers
returning from maternity leave.
“If people are continuing to work
remotely, I don’t want anyone to
feel that their career is going to be
jeopardised by that,” says Matthews.
Companies that fail to embrace this
way of thinking also risk alienating
staff and failing to hire the best
talent. “If we don’t address the ways
of working and use technology
better,” she says, “will people feel
excluded? Will they feel they’re not
in front of their boss at the right
moment to get the right project?
So, we’ve got to get up to speed
with tech and see what other
solutions there are.”
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The right
tools for
the job

With more of your employees working away from the
office, it’s important to ensure they have everything
they need to stay productive. That means providing
them with the right devices for the job—wherever
they’re working.
They also need access to the files and
documents they’d have in the office,
plus apps, software and business
tools to carry out different tasks.
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Most importantly, they need robust
security that ensures their device
and your company data remains
secure at all times.
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Leading
technology
for any job

With Samsung Enterprise Edition, you can equip
your teams with a range of leading mobile devices.
If employees need fast processing
power, 5G speeds, and a larger
premium display, the Galaxy S20
range of phones are ideal. Or if
they’re working in harsher conditions,
where devices are more likely to
suffer knocks and bumps, Samsung

also offers more hardwearing phones
and tablets from its Rugged range.
Whatever job your employees are
doing, Enterprise Edition has the
right devices to help them work
wherever work takes them.

Galaxy S20+ / Galaxy S20

Galaxy S10

Galaxy S10e

Galaxy Note10

Galaxy A50

The most business-focused
smartphone

The powerful, long
lasting phone with
Infinity-O Display

Designed to perform
and make your work
day run smoothly

The ultimate PowerPhone
with the dynamic gesture
control S Pen

Designed to help
you work quickly
and efficiently

Galaxy A40

Galaxy XCover Pro

Galaxy XCover 4s

Galaxy Tab Active Pro

Hardworking phone for
day-to-day tasks

Lightweight, rugged
agility with a larger
screen

The rugged business
phone that’s tough but
comfortable to hold

The highest performing
rugged tablet with Samsung DeX

SECTION 2
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Getting
people
up and
running

Enabling remote working on a large scale is not as
easy as simply pushing a button. You need to ensure
people have the tools, files and apps they need to
work. That means registering, configuring, deploying
and supporting lots of devices. And that takes
plenty of work—especially if it’s something your IT
administrators are having to adjust to with a very tight
turnaround. So, it’s essential that you can get people
set up to work from their mobile device quickly and
efficiently—without overloading your IT team.
With Enterprise Edition, you can
take a lot of the time, effort and
cost out of set up. You don’t need to
buy lots of new technology—simply
equip employees with the right
mobile device for their needs, and
they’re good to go. It’s also safer

SECTION 3

than equipping everyone with a new
laptop, as all Samsung smartphones
and tablets come with Samsung
Knox defence-grade security built
in. All files and data are encrypted
on the device, giving you extra peace
of mind that everything is secure.
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Easy
enrolment

Fast, simple
set-up

Getting devices logged into your
system is simple with Knox Mobile
Enrolment. Your IT team can remotely
enroll multiple devices onto your
enterprise mobility management
(EMM) platform* using either Android
Enterprise or Device Administrator.
The process is quick and simple,
reducing standard set-up time by
up to seven minutes per device.So,
you can get whole teams registered
at once. Your IT administrators don’t
even need to take the devices out
of the box. And once devices are
registered, there’s no need to carry
out a manual submission with proof
of purchase. Some EMMs even
support Credential Passthrough,

letting you pre-populate usernames
and passwords against IMEIs
or serial numbers.

Setting up and managing devices is
easy with Knox Suite, a collection of
features available with Enterprise
Edition. Along with Knox Mobile
Enrolment, it includes Knox Manage,
Knox Platform for Enterprise, Knox
E-FOTA and Knox Service Plugin.
With Knox Suite, your IT team can
remotely pre-configure multiple
devices, WiFi networks, contacts

and company profiles and settings.
They can also pre-load essential files
and documents, and tailor devices
for specific employees—again, all
without even opening the box. The
device can then be sent straight to
the employee. All they need to do
is power up, connect to the network
and start working—fully loaded
and ready to go.

It also makes things simple for
when people leave the business.
Firstly, Knox Mobile Enrolment
can bypass Google Factory Reset
Protection. So, you don’t need a
former employee’s password to
access the device once they’re gone.
Plus, all enrolment is tied to the IMEI
number, meaning that as long as a
device is registered in the portal,
it will always enroll back to the
business EMM. That means if it’s
lost or stolen, no one else will be
able to use it.

Speedy delivery for bank staff

A major UK high street bank faced severe productivity issues, as their existing
security policy only allowed for new phones to be issued to a physical office
location. With 50% of their 69,000 employees suddenly forced into working
from home, this created a significant problem. They quickly had to update their
policies. With Enterprise Edition, they were able to deliver Galaxy A40 phones
to employees’ home locations with Vodafone. To date, they have deployed
and delivered nearly 10,000 Galaxy A40 phones to staff.
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*Some features may vary between EMMs.
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Help with
making a
quick start

Enterprise Edition even features
a Quickstart build service for
customers that want to take
advantage of Knox Manage and
E-FOTA, but don’t have the skills.
They simply make a support
request and Samsung takes care of
everything for them. They can also
buy service credits if they need a
slightly more complex build.
With this service, Samsung makes
sure that every business has access
to the benefits of Knox Suite,
regardless of its IT capability.

The process is very quick
and straightforward:
1.

Create a support request on 		
samsungenterprisesupport.com
2. Complete the online 		
questionnaire
3. Upload user and device .csv file
4. Test and sign off the build
That’s it. Samsung then creates all
the Knox and Android Enterprise
accounts, sets everything up and
hands it over to the customer. And
support staff are on hand to provide
technical and hardware support for
the next three years.

Fast set up for monitoring people movement
A UK government agency had to set up a fleet of devices to support the
implementation of a new policy. A Samsung Knox consultant performed
the profile design in Knox Manage, using Kiosk mode to ensure devices only
had a single function. Samsung provided CX training for the government IT
team, and the system was up and running within a very tight turnaround.
Samsung continues to provide ongoing technical support.

Make things
easy for
employees
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Enterprise Edition not only makes
it easier for your IT team to configure
and deploy devices, it’s also easier
for employees.
There’s no stress or hard work in
setting up the device—it’s all done
for them. And they don’t need to
create a home office, as everything
they need for work is right there
on the device.

Of course, if they do want something
that feels more like their traditional
office environment, Samsung DeX
makes things simple. Employees
can switch to DeX mode to get a
PC-like experience on their phone or
tablet. So, they can switch seamlessly
between windows to work on
multiple tasks at once. And if they
want to work on two screens, that’s
no problem. They can simply connect
their device to a large screen using
the DeX cable*.

*USB-C to HDMI cable and accessories sold separately.
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Helping
people
work
effectively

Remote working is just as much about people as it is
about technology. Some will be more adept at working
on-the-move, in unusual locations or at different
times. For others, it will be more of a step-change.
As your employees adjust to mobile
working, it could be easy for them
to become overwhelmed, stressed
or potentially demotivated.
It might feel strange working from
a smartphone or tablet rather than
a dedicated office workstation.
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And without regular contact
with colleagues and line managers,
they could feel increasingly isolated.
As such, it’s important to ensure
they have everything they need to
feel supported and stay productive.
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Everything
they
need
at hand

Through Samsung’s unique
partnership with Microsoft, your
employees can easily access all
their files and documents on their
Samsung device—no matter where
they are. Whether they’re on a train,
working from home, or even simply
checking in whilst walking the dog,
they have everything they need
at their fingertips.
Because all Samsung devices
have Microsoft apps built in, your
employees have instant access to
their emails, contacts and calendars.
And you can further increase their
productivity by powering the
Enterprise Edition devices with
Microsoft 365 Business licenses. With
apps like Word, Excel and Outlook
running on their phone, employees

can easily update spreadsheets, write
documents and schedule meetings,
wherever they are. They’ll also be
able to access their 50GB Exchange
Online email service via a web
browser or using the Outlook app. So,
working from their device is every bit
as easy as if they were in the office.
Every Microsoft 365 subscriber gets
1TB of personal OneDrive cloud
storage, with sync clients available
for every desktop platform, thus
giving everyone plenty of space to
store essential files. And because
documents are in the cloud, several
people can access, edit and update
them at once. So, people can easily
collaborate on the same piece
of work, even when they’re
miles apart.

Efficiencies in store for managers

A major UK supermarket is preparing to deploy 2,600 Galaxy Tab Active
Pros to in-store managers. This is in a bid to move them from using desktops
onto mobile devices. With Samsung DeX, they can switch between a mobile
and PC-like experience for different tasks—making the transition smoother.
They also benefit from increased functionality with Microsoft 365 and Teams.
It means they can improve communication between store and area managers,
with real-time, consistent messaging.
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Virtual
working

Samsung devices are perfect for
accessing Microsoft’s Windows
Virtual Desktop (WVD)*. It’s a desktop
and app virtualisation service that
provides employees with a featurerich experience, right there on their
phone or tablet. With managing PC
accounts estimated at 50-70% of the
cost of ownership, WVD is a great
way to bring down costs.

WVD gives employees more freedom
to work their own way, wherever they
are, and on any device. It helps your
IT team to be more agile and reduce
their time and effort in managing
security and infrastructure. Plus, it
helps businesses improve workers’
productivity by enabling them to be
more responsive, while reducing the
cost of IT management.

Working
face-to-face

Staying in touch with people is
easy, too. Setting up video calls
or hosting conferences is simple
with the Microsoft Teams app.
This collaborative platform offers
Microsoft 365 subscribers true unified
communications, with a team and
channel-based architecture.

So, people can easily work together
on projects, or check in and stay
sociable. Plus, when they don’t have
time to use the HD video conferencing
capabilities, or just need to ask a quick
question, instant messaging makes it
easy for people to connect.

More space
to work

Working from a device might take
a bit of getting used to, especially
if people are used to larger office
screens. With Samsung, that’s no
problem. Your employees can simply
connect their mobile device to a
large screen using the Samsung DeX
cable**. It lets them replicate their
work desktop environment, and even
use their device as a second screen
for more space to work.

mobile devices—bringing remote
working to life for your employees.
The PC-like experience of Samsung
DeX gives everyone the familiarity
of their everyday Microsoft 365
apps, with no need to learn how
to use new tools.

The Samsung and Microsoft
partnership combines the best in
cloud technology with intelligent
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Plus, Microsoft 365 Business
Standard and Business Premium
plans include new business tools
designed for employees on the move,
like Microsoft Bookings and MileIQ—
both of which are supported by
Samsung DeX.

*Separate license required from Microsoft.
**USB-C to HDMI cable and accessories sold separately.
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Easing
the strain
on your
IT team
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With more people working away from the office, your
IT administrators will have more work on their hands
supporting everyone. They’ll need to ensure people’s
devices remain operational, so they can keep working.
They’ll need to be able to support
people in a number of different
locations, rather than a single office
or just a handful of campuses. And
employees will need access to the
same versions of software, apps

and operating systems, to ensure
they have a consistent experience
when collaborating on projects.
So, how do you maintain this new
way of working without running
your IT team into the ground?
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Making support
simple

Enterprise Edition helps you take
a lot of the work out of supporting
colleagues. In fact, with three years
of enhanced support included as
standard, Samsung are always on
hand to help you maintain your
mobile fleet. This includes direct
contact with your employees.
Samsung can support them remotely,
fixing any issues quickly and simply,
and taking the strain off your IT team,
so they have more time to focus on
other business-critical tasks.

If an employee’s device develops a
fault, trained engineers can come to
the user’s home, office or anywhere
they’re working from and fix it right
there from the repair vehicle. And
if it can’t be fixed, they’ll receive a
replacement device the next business
day*. All of which means Samsung
is there to make sure your fleet of
mobile devices is completely reliable,
and your employees always have
the tools they need to work.

Simple, safe repairs

Samsung Doorstep Repair is the fastest, smartest, easiest and safest
way to get your devices fixed:
•

•
•
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Contact-free—there’s no need
for physical contact to hand
over devices
No entry—technicians will not
enter your premises
Completely clean—all devices
are thoroughly sanitised before
and after repair

•

•

Careful handling—our
technicians all wear fresh,
disposable latex gloves
Signed for you—satisfaction
sign-off is carried out by
technicians, so you don’t
have to touch anything.

*Doorstep exchange with Samsung gold stock.
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Easy updates
and OS
management

Another unique benefit of Enterprise
Edition is the inclusion of Knox
E-FOTA. It enables you to closely
manage OS versions, so you can
ensure everyone has the same
mobile experience. Using E-FOTA,
your IT team can remotely test, rollout and control versions of your OS
and different applications. You can
pre-set the time for an automated
roll-out, meaning all devices can be
updated at the same time, without
employees having to take any action.

This helps you minimise downtime,
pushing out updates at times that
least inconvenience people. And
best of all, because it’s automated,
you can simply set the updates to
run, then leave things working in
the background. So, your devices are
seamlessly updated, employees can
collaborate more effectively with the
same tools, and you have more time
to get on with other tasks.

Keeping key workers connected

Midlands Partnership NHS Foundation Trust (MPFT) accelerated their
deployment of 3,000 Galaxy A40 Enterprise Edition devices to staff at the
start of 2020. The trust chose Enterprise Edition for a number of reasons.
The enhanced support from Samsung and Knox Suite provides assurances
over the functionality and security of the devices, while E-FOTA and mobile
device management licences makes it quick and simple to deploy and update
the devices remotely. Partnering with Anywhere SIM for the device rollout
meant each device also came with a redundant SIM. Nursing staff and
key workers can now stay connected when responding to emergency
situations—even in low coverage areas.
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Keeping
everything
secure

Data security is critical for businesses at any time.
And with an increasing number of employees working
remotely, it’s more important than ever to ensure your
devices and data are fully protected. Indeed, since the
outbreak of coronavirus, 71% of security professionals
say they have noticed an increase in security threats
or attacks.
All mobile endpoints present a
potential security risk. As such,
you need to ensure they’re protected
against threats to keep your data
and business secure. You also need
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to be sure employees can’t leave
themselves exposed to risk by
downloading untested software,
tools or services.
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Highly
effective
mobile
security

Enterprise Edition offers a robust
way to keep your fleet protected. All
Samsung mobile devices come with
Samsung Knox defence-grade security
built-in to safeguard your business
against malware and malicious
threats. Built from the chip up, it
offers military-grade security that
protects devices from the moment
they’re switched on.

With Enterprise Edition, you also
get four years of security updates*,
meaning your devices always have
the most up-to-date Android and
Samsung security and maintenance
patches. In fact, Samsung is faster at
releasing the latest updates than even
Google5. So, you can rest assured that
everything is protected—wherever
people are working.

Update when
you’re ready

You also get greater control
over security updates with Knox
E-FOTA. You can choose how and
when updates are delivered across
your fleet, and even force critical
updates—without users having to

take any action. So, you can make
sure all devices have the very
latest security. And you can restrict
employees from downloading
anything that might leave their
mobile device exposed to attacks.
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*4 years from first global launch. S series, Note series, Tab Active Pro, XCover Pro, XCover 4s, A50 and A40 updates are available monthly for the first three years, then quarterly.
5. https://www.forbes.com/sites/daveywinder/2020/01/06/smartphone-security-surprise-as-samsung-shows-google-how-android-updates-can-be-done-note10galaxys10-pixel/#224838e31d6e
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Prepare
for the
future with
Enterprise
Edition

As we adapt to new ways of doing business, one thing
is certain: mobile working will continue to be a big
part of how people work. Businesses around the
world are realising the benefits of giving people
more freedom. Employees are enjoying the increased
work/life balance it offers. And with the right
technology, people are learning just how productive
they can be working solely from their mobile device.
To enable your business to fully
benefit from mobile working,
without overloading your IT
department, you need the right
technology, support and security.
With Samsung Enterprise Edition,
you get a complete end-to-end
mobility solution that enables you to:
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•

Provide staff with leading
mobile technology

•

Give employees everything
they need to work—all in
one mobile device

•

Register, configure and deploy
devices quickly and easily

•

Ensure all devices have the same
OS and versions of apps

•

Schedule updates with minimal
downtime and user interaction

•

Support users remotely, wherever
they choose to work

•

Protect your fleet with defencegrade security and 4 year
security updates

•

Keep your devices working
with 3 year enhanced support
and next business-day
doorstep exchange.

Find out how...
Enterprise Edition can help you create
an effective mobile workforce at
samsung.com/uk/enterprise-edition

